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1. Overview

Password Policy & Expiry Enforcer strengthens Odoo authentication with a configurable
password policy aligned to UK Cyber Essentials guidance: complexity rules, expiry / rotation,
reuse-history blocking and an optional breach-list check against Have | Been Pwned (HIBP).

The breach check uses a k-anonymity range query — only the first five characters of the
password's SHA-1 hash are sent — so no password ever leaves the server in clear text. It is
opt-in and uses your own HIBP key (BYOK).

Who is it for?

Administrators and security officers who must demonstrate baseline password controls,
especially UK organisations pursuing Cyber Essentials.

Technical name gb_password_policy_expiry_enforcer

Category Security & Audit

Depends on base, mail

Edition 0Odoo 18 / 19 Community (no Enterprise required)
Licence LGPL-3
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2. Installation

The module installs like any standard Odoo application. You need a user with the Administration
/ Settings access right to add an app.

Activate Developer Mode (Settings » General Settings » Developer Tools) if the Apps menu is
hidden.

e Open Apps and click Update Apps List so Odoo re-scans the add-ons path.

e Search for “Password Policy & Expiry Enforcer” (technical name
gb_password_policy_expiry_enforcer).

e Click Install. Odoo loads the models, security groups, menus and any scheduled actions.

e Refresh the browser; the new top-level menu Password Policy appears.

Dependencies

This app depends on base, mail. Odoo installs any missing dependency automatically.
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3. Configuration

Policies are defined per company and apply to every user on password change.

Policies — Password Policy » Policies

Create a policy (gb.password.policy) with minimum length and upper / lower / digit / special
requirements, plus the maximum password age (rotation) and a grace warning window.
Reuse history

Set how many previous passwords to remember; the module stores salted hashes
(gb.password.history) and blocks reuse of any of them.

Breach check (BYOK HIBP)

Optionally enable the HIBP Pwned-Passwords range check with your own key. A deterministic
offline mode is available for testing; no full password is transmitted.

Company / user fields

res.company carries the active policy; res.users gains password-age and expiry fields used by
the scheduled check.
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4. Step-by-step Usage Walkthrough

Once a policy is active, enforcement happens automatically on every password change.

1. Define policy Open Password Policy » Policies and set complexity, rotation age and reuse
depth for the company.

2. Change password Users open Change My Password (action_open_change_password). The
wizard validates the new password against the active policy.

3. Suggest passphrase The wizard can Suggest Passphrase (action_suggest_passphrase) to offer a
strong compliant value.

4. Apply Press Apply; if it breaks a rule, is reused or is found in the breach list, the
change is rejected with a clear message.

5. Expiry sweep A scheduled action (_cron_check_password_expiry) flags users whose
password is expired or due to expire within the grace window.

6. Review audit Open Audit Log to review password changes and policy outcomes; admins
can Force Password Reset on a user.

Status lifecycle

Policy validation occurs on every change; the cron handles expiry/rotation and the audit log
records each outcome.
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5. Feature Reference

Per-company policy

Minimum length and upper / lower / digit / special-character requirements held on a policy
record.

Rotation / expiry

Maximum password age in days with a grace warning window, enforced by a scheduled action.

Reuse blocking

Salted hashes of the last N passwords are stored and reuse is rejected.

HIBP breach check

Optional k-anonymity SHA-1 prefix range query against Have | Been Pwned using your own key;
offline mode for testing.

Password-change wizard

Validates against the active policy and can suggest a strong passphrase.

Expiry sweep

Cron flags expired and soon-to-expire users so you can act.

Audit log

Records password changes and policy-validation outcomes; admins can force a reset.
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6. Tips, Troubleshooting & FAQ

Q. Is my password sent to a third party?

A. No. The breach check only sends the first five characters of the SHA-1 hash (k-anonymity);
the full password never leaves the server.

Q. Do | need an HIBP subscription?

A. Only if you enable the breach check. It is opt-in and BYOK; you supply your own key. Offline
mode works without it.

Q. How does reuse blocking work?

A. The module keeps salted hashes of your last N passwords and rejects any new password that
matches one of them.

Q. A user is locked out by expiry — what do |1 do?

A. An admin can Force Password Reset from the user record, or the user changes it via the
Change My Password wizard.

Q. Does this help with Cyber Essentials?

A. Yes. The complexity, rotation and reuse controls are aligned to Cyber Essentials password
guidance.

Q. Can policies differ per company?

A. Yes. The active policy is held on res.company so multi-company databases can apply
different rules.
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7. Support

We provide application support and integration guidance for this module. If you hit an issue,
please include your Odoo version (18 or 19), the module version, and a short description with a

screenshot.
Email support@pokutsoft.com
Catalogue https://pokutsoft.com
Author Pokutsoft
Licence LGPL-3

Thank you for choosing Password Policy & Expiry Enforcer. This guide documents the features as implemented in

the module; menu labels and field names match what you see in Odoo.
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